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Executive Summary 

Identity is the control layer that determines who and what can access enterprise 
systems, data, applications, and critical business processes. As enterprises  
adopt cloud, automation, and AI, effective identity governance must extend 
beyond employees, partners, and customers to devices, workloads, service 
accounts, APIs, automated processes, and AI agents. This broader control plane 
enforces least privilege, automates access lifecycles, and creates auditable 
evidence of access decisions, enabling organizations to scale AI securely  
and meet regulatory obligations.

Identity is the enterprise control layer for AI. As organizations embed generative 
and agentic AI into core operations, the identities able to access data, modify 
records, and execute sensitive actions are growing faster than legacy governance 
frameworks can manage. Agentic AI—autonomous systems that reason, invoke 
tools, and act with limited human intervention—introduces identity principals 
that most programs were not designed to govern. Boards therefore need identity 
controls that make automated actions attributable, constrained, and reversible.

Industry evidence reinforces the urgency. Gartner identifies machine identity 
and access management as one of the least mature and fastest-growing areas 
of identity security and forecasts that, by 2028, approximately 25% of enterprise 
breaches will involve the misuse or compromise of AI agents (1). IDC forecasts 
that more than one billion AI agents will be deployed worldwide by 2029—
approximately 40 times the 2025 level (2, 3). Together with DXC and SailPoint 
observations, these findings position identity as the control layer for AI, cloud,  
and digital transformation across human, machine, and autonomous identities.

For business and technology leaders, weak identity governance creates three 
material risks: unmanaged and overprivileged identities expand the attack surface; 
inadequate attribution and auditability weaken compliance with GDPR, NIS2, 
DORA, and the EU AI Act; and insufficient governance delays AI approvals  
and deployment, allowing better-prepared competitors to move faster.

This paper sets out what AI-ready identity governance requires: 

•	 a unified inventory and ownership model

•	 spanning human, machine, workload and AI identities

•	 least privilege and scoped delegated authority for agents

•	 automated identity and credential lifecycles

•	 automated actions that are auditable by design

It then sets out how that capability is delivered in practice through DXC's  
Digital Identity advisory and governance operating model, SailPoint's AI-driven 
identity security platform and DXC OASIS-enabled managed services that run 
identity operations at machine scale.

The outcomes are measurable, and they should be managed as such rather than 
asserted. Organizations that establish identity as the foundation of AI governance 
will be positioned to move faster on AI with a defensible control model behind it.

https://dxc.com/solutions/cybersecurity/digital-identity
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“Discovering and 
governing non-human 
and agentic identities 
makes visible the 
fast-growing attack 
surface. Avoiding 
manual identity 
administration and 
establishing digital 
trust are needed if 
we are to scale AI 
securely.“ 

Martin Reilly,  
DXC Digital Identity

The agentic shift and what  
it changes 

Artificial intelligence has moved through three phases in enterprise use. Machine 
learning produced predictions inside defined boundaries. Generative AI produced 
content and responses at scale. Agentic AI acts: autonomous systems that plan, 
decide, invoke external tools and pursue goals with minimal human intervention.

That shift matters for identity because agents combine large language models 
with curated knowledge sources and external integrations to execute  
multi-step workflows across enterprise systems, accessing data, modifying 
records, invoking APIs and completing business processes on behalf of users  
and organizations. The unit of control moves from the user session to the  
delegated task.

In traditional environments, a human authenticates, receives role-based access, 
and has their actions logged. In agentic environments, the agent becomes an 
identity principal in its own right. Governance must therefore cover the agent, 
the human, service, or organization it represents, the accounts and credentials 
it uses, the authority delegated to it, and the data, applications, and actions 
permitted under that authority. Because each control point operates at machine 
speed, governance requires task-scoped privilege, automated credential 
lifecycles, and action-level logging that records what the agent did and under 
whose authority.

Most organizations are deploying agents into customer service, finance,  
supply chain and research faster than they are establishing any of the three 
governance controls.

Market trends: Gartner’s strategic technology trends research indicates that 
agentic AI is expected to become embedded in a significant share of enterprise 
software by 2028, with autonomous decision-making becoming part of  
day-to-day work. This reinforces the need for identity governance models that 
can control not only human users, but also AI agents acting under delegated 
authority. Gartner predicts that, “by 2028, at least 15% of day-to-day work 
decisions will be taken autonomously through agentic AI, up from 0% in 2024." (4).

Leadership implication: Agent deployments become reversible and auditable 
only where each agent is registered as a distinct identity with a named business 
owner, delegated authority is scoped to the specific task rather than to the 
principal's full entitlement set, and  action-level logging is a condition of 
production approval. Where those three are absent, the enterprise accumulates 
actions it cannot attribute, delegation it cannot bound and liability it cannot allocate.

DXC delivery experience: From DXC’s delivery experience, organizations often 
achieve the quickest progress by strengthening ownership before expanding  
AI technology deployment. DXC identity engagements frequently uncover  
service accounts and agents that can run in production without named owners,  
defined lifecycles or clear approval records. Establishing an ownership register 
helps create accountability, strengthen governance and deliver early,  
measurable risk reduction.
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Where enterprises stand today

Organizations deploying agentic AI at scale run up against the same four 
constraints, and they compound each other. They are a gap in governance  
rather than a tooling defect, which is why acquiring a platform without closing 
them tends to reinforce the gap and channel resources to execute the governance 
deficit faster.

1. Discovery. Non-human identities proliferate across cloud platforms,  
DevOps pipelines, containerized environments and AI infrastructure.  
Service accounts, API keys, OAuth tokens, certificates and hardcoded  
credentials are embedded across code repositories, configuration systems, 
container registries and legacy applications.

Many organizations cannot state which identities hold access to critical systems, 
and most have no mechanism to discover identities or credentials that exist outside 
their primary directories or credential repositories.

2. Ownership. Where a service account is compromised or an agent's permissions 
are misused, responsibility is frequently impossible to establish. Teams often do 
not know who created an identity, who approved its permissions or who should 
remediate it. That gap delays incident response directly, because containment 
waits on a decision no one is clearly authorized to make. The absence of formally 
assigned owners and delegated backups further increases risk, as non-human 
identities frequently outlive projects, personnel changes or organizational 
restructuring. Without clear ownership delegation, critical remediation actions  
can be delayed when the primary owner is unavailable.

3. Standing privilege and credential sprawl. Non-human identities are commonly 
over-privileged, accumulate entitlements as new requests are granted and old 
ones are never revoked, and often share credentials across development,  
test and production environments. They are created readily and decommissioned 
rarely, and their credentials are issued without rotation. Secrets remain embedded 
in source code, configuration files, container images and deployment pipelines, 
frequently with no centralized vault or enforcement to route them through one.  
The result is a large population of identities holding excessive privileged access, 
each one threatening a broad blast radius for a single compromise.

4. Audit record. Regulatory and operational requirements demand a record of  
who did what, when and why. For agents a record with this information is harder  
to produce: 

•	 what action was taken 

•	 what data was reached 

•	 and whether the behaviors were intended or anomalous. 

Without  action-level logging, these questions cannot be answered inside the 
window of scrutiny an auditor or regulator allows.
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“Most of our customers 
are surprised by just 
how many non-human 
identities are discovered. 
80% of our customers 
find x10 more than they 
had estimated before the 
discovery engagement 
and for the rest it is 
nearer x50.“

Patrick Hartmann  
DXC Global Identity 
Governance Technical Lead.

Market evidence: SailPoint's Machine Identity Crisis research 
(5), a global survey of more than 320 identity and access 
experts, security professionals and executives. It found that 
69% of organizations manage more machine identities than 
human identities, with nearly half managing ten times as many, 
and that 72% consider machine identities harder to manage 
than human ones. SailPoint's agent research indicates the gap 
is widening rather than closing: 97% of AI agents have access 
to sensitive data, while only 21% of organizations report high 
confidence in their ability to manage AI agent security risk. 
Gartner's machine IAM research describes machine identity 
management as one of the least mature areas of most identity 
programs, despite being among the fastest growing in scale 
and exposure.

Leadership implication: Leadership should treat these 
constraints as one operating-model gap rather than four 
technical defects. The sequence is straightforward: discover 
and inventory identities, assign ownership, right-size privilege, 
automate lifecycles, and close logging gaps. Progress can be 
measured through the percentage of non-human identities 
with a named owner and the percentage of credentials under 
managed rotation.

Customer observation, anonymized: Discovery exercises 
frequently reveal a materially larger population of service 
accounts and API credentials than the organization's own 
inventory records, with a meaningful proportion holding 
standing privileged access and no identified owner. This gap  
is typically the first constraint on scaling automation safely.
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Audit evidence needs 
to be a continuously 
generated output of the 
identity platform rather 
than a periodic collection 
exercise. Where that 
holds, audit cycles 
shorten and regulated 
AI use cases can launch 
without a bespoke 
compliance program  
for each one.

The evidence regulators  
now demand

Four frameworks converge on the same operational requirement: organizations 
must be able to show which identity authorized an automated action, under what 
authority, and with what oversight. GDPR requires traceability from automated 
decisions to the initiating identity; NIS2 requires visibility, ownership, and lifecycle 
governance for identities with access to critical systems; DORA requires least 
privilege, recertification of access, and credential rotation evidence for critical 
access; and the EU AI Act requires scoped delegated authority, traceable 
decisions, and defined human intervention points for high-risk AI systems.  
A shared policy and audit layer can generate the evidence needed across  
all four compliance frameworks.

Leadership implication: Compliance failure in this area is rarely  
a policy gap. It is an evidence gap. Organizations frequently have 
the right policies but cannot reconstruct the identity audit trail 
behind an automated decision within the window a regulator or 
auditor allows. The practical response is to:

•	map each obligation to a named identity control  
and a named evidence source

•	extend records of processing and access  
to cover non-human and agent identities. 
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Leadership implication:  
Platform capability alone does not 
produce governance. Automation 
applied to an immature process 
encodes the existing gaps and 
simply executes them faster, 
which is why discovery and 
ownership must precede large 
scale automation. Architecture 
decisions taken now also 
determine how much of the AI 
portfolio can be governed later, 
because architectures that treat 
machine and agent identity as 
special cases fragment policy 
enforcement and force manual 
workarounds that do not scale 
with agent volume. 

The order that holds is to:

•	establish the capability 
requirements

•	assess current tooling  
against them

•	prioritize discovery and 
evidence generation, which 
typically deliver the earliest 
measurable risk reduction.

AI-ready identity requirements  
and SailPoint's role

AI-ready identity requires five platform capabilities:

1.	 Continuous discovery of non-human identities. 

2.	 Automated governance at machine scale. 

3.	 Risk-informed access decisions. 

4.	 Lifecycle automation across provisioning, credential rotation, certification,  
and decommissioning; 

5.	 Continuous generation of audit evidence. 

SailPoint addresses these requirements across human, machine, workload,  
and AI identities, enabling governance through a common policy and audit layer.  
The key architectural decision is to treat non-human and agent identities as 
first-class identity principals rather than as exceptions managed outside the 
identity platform.

AI-ready architecture treats machines, workloads, containers and agents  
as core identity entities, and in practice that means four things: 

•	 Governance for all identity types consolidates onto a common policy  
and audit layer rather than fragmenting across systems. 

•	 Credentials are retrieved from a centralized vault at runtime rather than 
embedded in code, so rotation no longer requires application redevelopment. 

•	 Agents authenticate as distinct principals under authority scoped to their 
function, with actions logged for traceability. 

•	 Zero Trust continuous authorization extends to non-human principals,  
so authority is reassessed as risk context changes rather than granted  
once at authentication.

Architectures built this way integrate with security operations for identity threat 
detection, apply consistently across multi-cloud and on-premises estates,  
and expose identity services through APIs. That combination allows governance 
rigor to be tuned to risk and business criticality rather than applied uniformly 
across every identity.
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Aligned for AI-ready identity

AI-ready identity governance requires both platform capability and sustained 
delivery. SailPoint provides a common policy and audit layer across human, 
machine, and agent identities, supported by machine-learning-based discovery 
and access decisioning. DXC provides the operating model, integration across 
hybrid and legacy estates, managed services for recurring obligations,  
and DXC OASIS as the measurement and operational intelligence layer. 
Together, they provide one accountable path from AI ambition to governed 
deployment, with a consistent control model and evidence base from strategy 
through operations.

Operating model before platform

Identity outcomes depend more on the operating model than on product 
selection. Before platform configuration begins, the governance model must 
assign ownership for every identity type, define decision rights for privileged 
and sensitive access, establish escalation and exception paths, and fix 
accountability for compliance evidence and incident response. Human judgment 
should remain mandatory for high-risk access, sensitive data, and policy 
exceptions, while automated intelligence supports decisions and records the 
intervention as audit evidence. Designing these controls for non-human actors 
from the outset prevents governance from degrading after implementation.

Leadership implication:  
Platform selection and delivery 
capability should be evaluated as 
a single decision rather than two 
sequential ones. Organizations 
that procure the platform first 
and the operating capability 
afterwards commonly find that 
the governance model they 
needed was never designed, and 
that retrofitting it costs  
more than the platform did. 

The question to put to any 
prospective partner is 

•	who will own the operating 
model after go live

•	and how its effectiveness will 
be measured.

https://dxc.com/platforms/dxc-oasis
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Running identity operations  
at scale

The constraint in most identity programs is operational capacity, not platform 
capability. Where the identity population grows faster than the team governing 
it, the manual operating model caps the rate at which AI can be adopted safely. 

Fail to scale and:

•	 Access reviews accumulate. 

•	 Credential rotation slips. 

•	 Compliance evidence goes stale

DXC addresses the operational-capacity constraint through two complementary 
capabilities. DXC OASIS integrates identity, cloud, DevOps, security,  
and compliance data to prioritize risk, orchestrate lifecycle processes, monitor 
compliance, generate audit evidence, and trigger policy-based containment. 
DXC managed identity services run recurring activities such as access reviews, 
credential lifecycle management, anomaly triage, and evidence collection 
against governance-focused service levels. Together with SailPoint,  
they reduce operating cost per identity, improve detection and response,  
and allow governance to scale without proportional headcount.

Leadership implication:  
Manual operations produce 
backlog, and backlog becomes 
risk, as overdue certifications, 
unrotated credentials and 
unresolved anomalies accumulate 
into unmanaged exposure.  
To avoid risk:

•	Automate the recurring,  
high volume work first,  
being discovery, provisioning 
and deprovisioning

•	Credential rotation and 
evidence collection

•	Reserve skilled analyst time 
for governance strategy, 
exception handling and policy 
development

•	Decide deliberately which 
identity operations to retain in 
house and which to place with  
a managed service.
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DXC delivery accelerators and 
implementation assets

Repeatability is what separates a delivered identity program from a bespoke one.  
Our practice runs on a set of reusable assets, refined across engagements, that 
shorten time to value and reduce the variance between one implementation and the 
next. Each asset exists because a client engagement demonstrated that building it 
from scratch was the most expensive part of the program.

Identity maturity assessment framework. A structured evaluation of the current 
identity estate against agentic AI requirements, covering discovery coverage, 
ownership completeness, privilege posture, lifecycle automation and evidence 
generation, is required. The output is a scored baseline with a prioritized gap list,  
and it doubles as the measurement baseline described in the following section.

Reference architectures. These are pre-defined patterns for governing human, 
machine, workload and agent identities on SailPoint, covering centralized secrets 
retrieval at runtime, scoped delegated authority for agents, continuous authorization 
for non-human principals and integration with security operations. Reference 
architectures remove the costliest element of an identity program, which is deciding 
the pattern while simultaneously building it.

Governance operating model templates. These provide proven ownership 
matrices, decision rights, escalation and exception paths, certification cycles, 
and accountability definitions for compliance evidence and incident response. 
Tailored to each client, they turn the operating model described in this paper into 
implementation-ready artifacts that organizations can adopt in weeks rather than 
develop over several quarters.

Integration playbooks. These are documented approaches for connecting SailPoint 
to the systems where identity governance usually stalls: legacy applications without 
native connectors, ERP and core banking platforms, DevOps toolchains, container 
registries, operational technology environments and multi-cloud identity providers. 
The playbooks carry the tested approach and the known constraints, so integration 
effort is estimated from experience rather than assumed.

Non-human identity discovery accelerators. These reusable assets and best 
practice methods surface service accounts, API keys, OAuth tokens, certificates 
and embedded credentials across directories, cloud platforms, code repositories, 
configuration systems and deployment pipelines. Discovery produces the inventory 
on which every later phase depends, and incomplete discovery is the most common 
reason later phases underdeliver.

Agent onboarding pattern. A standard route to production for AI agents is 
registration as a distinct identity, assignment of a named business owner,  
scoping of delegated authority to the task, configuration of  action-level logging  
and definition of the human intervention points appropriate to the risk tier. 
Standardizing this route is what allows the tenth agent to be approved considerably 
faster than the first.
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DXC OASIS operational intelligence. The operational layer described earlier, 
OASIS aggregates identity, cloud, DevOps, security and compliance data into  
a single view, orchestrating lifecycle processes across heterogeneous systems 
and generating timestamped audit evidence continuously rather than  
on request.

Managed service runbooks. These documented operating procedures for 
certification administration, credential rotation, anomaly triage, containment and 
evidence collection define service levels against governance outcomes rather 
than ticket throughput. Runbooks are what make service quality independent  
of which individuals are assigned to an engagement.

These assets are maintained as a practice investment rather than as 
engagement artifacts. They are updated as SailPoint's platform develops,  
as regulatory expectations sharpen and as agent architectures mature, which 
means a client engaging today inherits the accumulated experience of prior 
programs rather than the state of the practice when its own contract  
was signed.

The effect on time to value is measurable. Assessments are completed in weeks 
rather than months. Architecture decisions are ratified rather than researched. 
Integration estimates hold because they derive from comparable work.  
And the transition into managed operations is a defined handover rather  
than a negotiation, because the runbooks were written before the platform  
was configured.

Governing identity in practice: 
customer use cases

Four scenarios account for most demand: governing AI agents that access 
enterprise data; securing service accounts and API credentials; automating 
machine-identity access reviews; and supporting regulated AI deployment.  
Each uses the same control pattern: register the identity, assign ownership, 
scope delegated authority, automate the lifecycle, and log actions for audit  
and incident response. Once these controls exist, additional use cases can  
be onboarded faster and at lower marginal cost; treating each scenario as  
a separate project instead rebuilds and repays for the same controls.

Leadership implication:  
Buyers should ask prospective 
partners to evidence their 
assets rather than describe 
their experience. Reference 
architectures, operating model 
templates, discovery tooling 
and runbooks are inspectable 
in a procurement process; 
delivery experience is not. 
Where a provider cannot show 
the artifacts, the client is funding 
their creation and carrying the 
risk of their absence.
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Measuring the return

Identity investment is defended either on results or on activity, and only the first 
survives a budget cycle. Each benefit of AI-ready identity governance should 
therefore be paired with a baseline, a metric and a named executive owner.

Four categories carry most of the value:

1.	 Risk reduction: Complete discovery, enforced least privilege and proactive 
anomaly detection lower both the likelihood and the impact of identity-based 
breaches, with the scale of improvement depending on the maturity of the 
starting position. 

2.	 Compliance readiness: Evidence is current rather than gathered under  
audit pressure. 

3.	 Operational efficiency: This improves as automated rotation, certification 
and evidence collection eliminate routine administrative effort, enabling 
stronger governance without a proportional increase in team size. 

4.	 Accelerated AI adoption is where the greatest value is realized: 
Organizations with confidence in their identity control framework can 
approve and scale agentic AI use cases rapidly, while those lacking  
that confidence delay deployment and surrender first-mover advantage  
to competitors.

Two further effects compound over time. Human users meet less friction, 
through single sign-on, passwordless authentication and provisioning that 
grants appropriate access promptly. And leadership gains a defensible position 
on responsible AI adoption, which carries weight with customers, regulators  
and prospective talent.

Suggested measures: Track the percentage of non-human identities assigned 
to a named owner; measure the percentage of credentials rotated through  
a managed process; monitor the mean time to detect and contain identity-based 
incidents; report the percentage of access certifications completed on time; 
measure the time required to produce audit evidence; and track the elapsed 
time from approval of an AI use case to its production deployment.

Leadership implication:  
Where no baseline is  
captured before implementation, 
improvement cannot be 
demonstrated and funding 
becomes difficult to sustain 
through the phases in which 
benefits compound. Capture 
the baseline before platform 
implementation begins, and 
report a small, stable metric set 
to the risk or audit committee on 
a quarterly cycle. 
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A phased roadmap

Next step: Organizations at any stage of this journey can benefit from a structured 
assessment of current identity maturity against agentic AI requirements.  
DXC's Digital Identity advisory team works with leadership teams to establish  
that baseline and to produce a phased roadmap aligned to the organization's  
own AI adoption timeline.

Conclusion

Agentic AI is not introducing a new identity problem. Instead, it is highlighting  
a long-standing governance gap. Non-human identities already represent the 
largest identity population in most organizations. As AI agents increasingly act, 
transact and make decisions on behalf of the enterprise, these identities require 
the same rigor, control, and accountability as their human counterparts.

The choice facing leadership is therefore about pace. Organizations that cannot 
evidence who or what authorized an automated action will slow their own  
AI programs. Whether through their own caution or due to the scrutiny of 
regulators and auditors. Organizations that establish identity as their foundational 
control layer can approve new use cases faster, and each new use case inherits 
controls that already exist.

DXC and SailPoint provide that path in combination: SailPoint's AI-driven  
identity security platform, DXC's Digital Identity advisory and governance 
operating model, and DXC OASIS-enabled managed services to operate  
and maintain  identity operations at scale. DXC welcomes the opportunity to 
discuss how identity can be established as the foundation of an organization's  
AI governance.

A phased roadmap builds control before scale.

Phase 1 Months 0–3 Assesses the identity estate, establishes 
governance, and produces a costed roadmap  
with named owners.

Phase 2 Months 3–9 Implements the core governance platform, begins 
non-human identity discovery, centralizes sensitive 
credentials, and establishes baseline lifecycle and 
compliance controls.

Phase 3 Months 9–15 Extends lifecycle automation to non-human 
and agent identities and introduces continuous 
compliance monitoring and OASIS operational 
intelligence.

Phase 4 Months 15 Scales risk-aware governance, anomaly detection, 
and managed operations. Executive alignment, 
change management, cross-functional ownership, 
and stable outcome metrics support every phase.

https://dxc.com/solutions/cybersecurity/digital-identity
https://dxc.com/platforms/dxc-oasis
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