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Executive Summary
Most organizations are in the midst of some form of digital transformation 

DX Sets the Agenda
DX is arguably the most important business trend involving IT in organizations today. It empowers businesses to operate 
with more agility and scale more quickly—which is absolutely essential in many industries.1 Moving beyond the digital-
enabled enterprise, DX creates fully digital enterprises that “are hyper-connected, adaptive, intelligent, and agile with 
technology highly integrated into new operational processes, policies, and organizations that unlock its transformative 
capabilities.”2

DX looks a little different at each organization, but it is almost always marked by increasing reliance on hybrid cloud 
architecture. For the network operations team, this means bringing existing on-premises resources together with multiple 
external cloud networks and ensuring their availability and performance, no matter where a user is located.

As more services move to the cloud, it becomes increasingly clear that “conventional network architectures ... were not built 
to handle the workloads of a cloud-first organization.”3 This has resulted in the rapid growth of another key DX technology—

1. Direct cloud access.
data center. This enables direct access to critical cloud services for all users, regardless of location.

2. Better application performance.

moving traffic helps reduce packet loss from overloaded circuits and latency due to heavy traffic, improving performance 
and user experience.5

3. Increased business agility.

performance at multiple branch locations no longer inhibits other DX initiatives from moving forward quickly.

4. Cost savings.
circuits but also the public Internet via LTE and broadband.6 This reduces the cost of new MPLS bandwidth.
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site with local Internet access is a further expansion of an organization’s attack 
surface—and another weak link in the network security chain. This exacerbates an 
existing problem, since branch locations often have lower levels of security than 

Of course, most other DX-inspired technology deployments also expand an 
organization’s attack surface, and security is often seen as the biggest roadblock 
to DX initiatives.8

deployment—must be accompanied by a corresponding SX.

SX involves rethinking of long-standing principles of enterprise security—including 
the perimeter-based model, which declines in effectiveness every time another 

requires that security should be an integral part of DX planning, rather than an 
afterthought. For every DX initiative, planning and deployment teams should follow 
the principle of security by design, security by default.

operations functions should share in the decision-making process for a solution, 
and a security strategy should be in place when the final selection is made. 
Traditionally, these teams operate in silos—and sometimes function in mild 
competition with each other.9 Butwhen these teams work together, they can 

infrastructure itself10

Ensuring that malware that does enter the network does not travel horizontally11

Compensating for the lack of trained IT security staff at some remote locations

Providing networkwide visibility and centralized security controls for the 
entire enterprise

Integration Is a Key to SX
In a recent survey, the typical organization saw 20 cyberattackrelated intrusions over a two-year period, with four of those 
resulting in breaches that caused damage—data loss, downtime, or a compliance event.12 Part of the problem is that it 

organization.13 The majority of these are advanced threats, designed to bypass conventional security measures. If not 

bypassing the data center, the network security architecture needs to broaden—but not by adding silos to the security 

distributed enterprise environment. This enables centralized visibility and control, true automation of security processes, 
dynamic sharing of threat intelligence, and a more resilient network.

7



Copyright © 2021 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product 
or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other results may vary. Network variables, different network environments and other 
conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written contract, signed by Fortinet’s General Counsel, with a purchaser 
that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any 
such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise 
revise this publication without notice, and the most current version of the publication shall be applicable

www.fortinet.com

their branch networks. Some of the things IT and security leaders need to 

offices, providing increased applicationperformance, enhancing business agility, 
and reducing cost.

many organizations.
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DXC, Fortinet on AWS Marketplace make it easy to work together

With the DXC and Fortinet Consulting Partner Private Offers (CPPO) available now on AWS Market-
place, we can offer you custom pricing and terms around our managed service solutions. In addition, 
with a simplified procurement process and a single bill on the platform, we make it easy for you.

If you would like to hear more about the joint offering, please contact your Fortinet, DXC, or AWS 
Marketplace account manager or email DXC@fortinet.com
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